Here’s what your can expect from your role as a judge

1. The challenge administrator or moderator will send you an invitation via email to accept
your role as a judge

2. If you do not see the email in your inbox, please check your Spam or Junk folder. If you
still do not receive it, please let the challenge administrator or a moderator know.

3. Once you receive the email, open it, click the ‘Accept Invitation’ button.

HeroX Judge invite for Demo Page: Judging Stage inbox x &

HeroX <no-reply@herox.com> 5:27 PM (0 minutes ago) ﬁ -
tome ~

hero*

Hello,

You have been invited to judge Demo Page: Judging Stage. Please click
the button below to accept the invitation and check out the Guidelines for
the submissions you will be evaluating:

Accept Invite

4. You will then be prompted to login or create an account.
5. Once you’ve logged in or created your account, you will be taken to the challenge to
accept the invitation.
a. Please note, if you had to create an account, be sure to return to your email
inbox to confirm your account creation.
6. If the challenge administrator has required you to accept a non-disclosure agreement
(NDA), you will be taken to the agreement to review and accept.
a. If you accept the terms, click the orange ‘Accept’ button to proceed.
b. If you do not accept, click the ‘Decline’ button and you will not be added as a
judge to the challenge. If this is the case, please contact the challenge
administrator to let them know.

Thank you for accepting the invitation to become a judge on Hack
HeroX Challenge

Please read the following non-disclosure agreement. You must

accept this agreement in order to be confirmed as a judge on this
challenge.




7. When it's time to judge, you will receive another email notification once the challenge
administrator or moderator has assigned the submissions to you to review. You can click
on the “Begin Judging” button within that email to start your evaluations. Or, you can
return to the challenge page, and click on the “Entries” tab and then the “View
Submissions” button to view the list of submissions assigned to you.
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8. Once you are in your submissions list, click on the title of the submission to view it.

@ Entries for Hack HeroX Challenge (Judge)

If you have questions, contact MacKenzie Richter EA4.

‘ £ Export ~ H View your NDA ]

none

By Adam Smets from Buissot, Wallonia, Belgium

[ From data to business needs
. | o . none
By Dmitry Morozov’s team Team from Surrey, British Columbia, Canada

| We were able to work with HeroX to draft challenge ABOUT HEROX: COMMUNITY SUPPORT

guidelines, promote the challenge to a targeted audience About Us Blog Crowdpiper Services

9. Review the contents of the submission.
10. When ready, click the orange ‘Set Score’ button towards the top of the submission to
enter in your score.
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11. Rank the submission based on the criteria on the scorecard and any additional
instructions that have been provided by the challenge administrator. If you have
comments you wish to include, either click the “+Add Comment” link next to criteria you
wish to add an explanation to, or write more general comments at the bottom of the
scorecard.

a. NOTE: scores and comments will not be sent to the submitter

Judging

Attack Complexity 25 points of a possible 100
.

Tiil Remove comment

This is why | scored this criteria a "25'1

A
Can the attacker exploit vulnerability at will, anytime, always? Or, does a successful attack depend on conditions beyond the attacker’s control?
User Interaction 44 points of a possible 100
ST
Tl Remove comment
Criteria comment. Visible only to the challenge owner.
4

Does the attacker require some other user to perform an action?

Scope 0 points of a possible 100 -

Can the attacker affect a component whose authority is different than the vulnerable component?

Confidentiality Impact 0 points of a possible 100 + Add comment

Is there any impact to confidentiality? Can attacker obtain all information from impacted component or is the disclosed information critical?

Confidentiality Impact 0 points of a possible 100 + Add comment

Is there any impact to confidentiality? Can attacker obtain all information from impacted component or is the disclosed information critical?

Integrity Impact 0 points of a possible 100 + Add comment

Is there any impact to integrity? Can attacker modify all information from impacted component or is the modified information critical?

Availability Impact 0 points of a possible 100+ Add comment

Is there any impact to the availability of a resource? Can attacker completely deny access to the affected component, or is the resource critical?

Subrission comment

Visible only to the challenge owner.

e




12. Once you're finished, click the orange ‘Submit’ button to save your score.

Confidentiality Impact 0 points of a possible 100 + Add comment

Is there any impact to confidentiality? Can attacker obtain all information from impacted component or is the disclosed information critical?

Integrity Impact 0 points of a possible 100  + Add comment

Is there any impact to integrity? Can attacker modify all information from impacted component or is the modified information critical?

Availability Impact 0 points of a possible 100 + Add comment

Is there any impact to the availability of a resource? Can attacker completely deny access to the affected component, or is the resource critical?

Submission comment

Visible only to the challenge owner.

13. Lastly, click on the back arrow in the top left corner to return to your submission list.
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14. Repeat steps 1-9 for all remaining submissions

NOTE: You can return to your submission list and edit/re-submit your scores as many times as
you would like up until the judging deadline.



